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Keywords:
alarms are configured with a higher priority and are safety related among many other alarms. If critical alarms
can be predicted in advance, the operator will have more time to prevent them from happening. In this paper,
we present a dynamic alarm prediction algorithm, which is a probabilistic model that utilizes alarm data from
distributed control system, to calculate the occurrence probability of critical alarms. It accounts for the local inter-
dependences among the alarms using the n-gram model, which occur because of the nonlinear relationships
between variables. Finally, the dynamic alarm prediction algorithm is applied to an industrial case study.
© 2016 The Chemical Industry and Engineering Society of China, and Chemical Industry Press. All rights reserved.
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1. Introduction
Alarm systems play a significant role in the safe management of
large industrial plants. Typically, alarm systems are installed in distrib-
uted control systems (DCSs). However, with the advance of hardware
and software, it ismuch easier tomeasure almost every process variable
so thatmore alarms are configured tomonitor the process, though some
alarms are not useful to operators. This makes the alarm system ineffi-
cient, which is a significant cause of industrial incidents and serious
accidents. For example, the explosion and fires at the Milford Haven
Refinery in the UK, which caused 48 million GBP of plant damage plus
major production loss, could be prevented by the operating staff. They
failed to do this partly because they faced a continuous barrage of
alarms for a 5 h period leading to the accident [1].

Over the past few decades, alarm management has attracted a lot of
attention among researchers. Two recommended standards of alarm
management, i.e., EEMUANo. 191 [1] and ISA18.2 [2], are released to pro-
vide guidance for design, implement, and maintain a well performing
alarm system. In EEMUAstandard, afive levelmodel of alarm systemper-
formance is suggested, ranging from “overloaded” at the bottom, through
“reactive”, “stable” and “robust”, to “predictive” as the highest level of
performance, as shown in Fig. 1. Each level is defined according to a set
of three primary key performance indicators, i.e., average alarm rate,
maximumalarm rate, and percentage of time that alarm rates are outside
of acceptability target. Asmentioned in the EEMUA, improving alarm sys-
tem performance is a hierarchical task, since each performance level will
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be fully achievable only if all elements of the preceding levels are accom-
plished. In order to improve from one performance level to the next, ap-
propriate techniques should be applied at each level. Several widely used
univariate alarm analysis and processing techniques [1–4], such as alarm
rationalization, delay-timer, deadband and shelving, are suggested in the
two standards. Under steady operating conditions, the alarm rate can be
effectively reduced to amanageable level with these techniques. Howev-
er, alarm systems could be managed to “stable” level at the best even if
these techniques work well unless advanced techniques are used.

Advanced techniques for improving alarm system performance
include multivariate alarm analysis and processing, alarm system vi-
sualization, and alarm flood analysis. Multivariate statistics process
control methods, such as principal component analysis, are widely
used for fault diagnosis and could reduce false and missed alarms
to improve the performance of alarm system [5]. Event correlation
analysis approaches are discussed in [6,7] and attempt to directly
detect the connection among alarm tags based on alarm data [8,9].
A series of visualization tools to represent historical alarm data
have been proposed in [10–13], including high density alarm plots,
alarm similarity color maps, and run length distribution plots,
which could help operators find the real problem in the alarm system
accurately and swiftly. The parallel coordinate technique is a good
practice on process data visualization, which aligns many process
variables in a single coordinate [14]. A modified Smith–Waterman
algorithm is proposed to calculate a similarity index of alarm floods,
which is a data driven method for root cause analysis of historical
floods and for incoming flood prediction [15].

However, little attention focuses on alarm prediction, especially
for critical alarms, which are most crucial for the safety of processes.
If incoming alarms can be predicted earlier and more accurately, the
operator could have more time to response to the alarms and take
ustry Press. All rights reserved.



Fig. 1. Performance levels (on 10 min time base) [1].
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appropriate actions, especially during plant upset. In this paper, an
alarm data driven probabilistic model based on the n-gram model
is proposed to dynamically predict the probability of alarm occur-
rence, especially for critical alarms. An industrial case study is pre-
sented to verify the proposed model.

2. Background

2.1. Alarm sequence

There are two types of data that are informative and accessible re-
sources for alarm management: process data and alarm data. Process
data are process variable measurements at periodic intervals. They are
usually stored in a database and used formodel identification, controller
design and so on. Alarm data are a set of textmassages generated by the
DCS and stored in the alarm log in a chronological order. Alarm data are
usually raised based on process data.When a process variable exceeds a
predefined alarm limit, an alarm is triggered and an alarm massage is
generated to notify the operator to take appropriate actions. Alarm
data have different formats in different DCSs. In general, an alarm mas-
sage includes the following common attributes, tag name, time stamp,
tag identifier, alarm priority and so on. The tag identifier usually in-
cludes “HI (High)”, “LO (Low)”, “HH (HighHigh)”, “LL (LowLow)” and
“IOP (Input Open)”. The tag name plus tag identifier represents what
type of alarm occurs, and the time stamp represents when it occurs. In
the following parts of the paper, an alarm is defined by “tag name.tag
identifier”. Alarms are ordered by the time stamp as an alarm sequence,
w1

T=w1w2 . . .wT, where wi represents an alarm and T represents the
time order. A typical alarm sequence is illustrated in Table 1. There are
totally 5 types of alarms: x1.HI, x2.LO, x3.HH, x4.HI, and x5.LL.
Table 1
A typical alarm sequence

Tag name Tag identifier Time stamp

x1 HI 1 s
x2 LO 7 s
x3 HH 11 s
x4 HI 13 s
x1 HI 23 s
x3 HH 28 s
x2 LO 32 s
x5 LL 34 s
x5 LL 36 s
x5 LL 37 s
x5 LL 39 s
x1 HI 44 s
x2 LO 50 s
x4 HI 59 s
x3 HH 62 s
x1 HI 72 s
x2 LO 75 s
x3 HH 82 s
Every row represents an alarm. For instance, the first row means
that the alarm of x1.HI occurs at 1 s. The alarm sequence is denoted
as [x1.HI, x2.LO,…, x3.HH].

In the alarm sequence, chattering alarms, i.e. the same alarm raising
and clearing repeatedly over a period of time, are the most common
formof nuisance alarm. They cause nuisance to the operator because re-
peated annunciations of the same alarm are of little significance to the
operator. In this paper, chattering alarms are identified by a quantitative
measure based on run length distribution, which is developed in [16].
An example of chattering alarms in Table 1 is alarm x5.LL, which arises
at 34, 36, 37, and 39 s. The technique of dealing with chattering alarms
is single line annunciation, which is introduced in EEMUA No. 191. The
basic idea is to merge the alarms with the same alarm type to eliminate
chattering alarms.

2.2. Brief introduction of the n-gram model

The n-gram model technique has found successful applications in
the area of biological sequence data analysis [17] and statistical natural
language processing [18,19], e.g., language model and part-of-speech
tagging. Moreover, the n-gram model has the potential to be applied
to a broader range including alarm data processing, which is studied
in this paper.

The n-gram model is a type of probabilistic models, which follows
the Markov assumption and uses an n-1 order Markov model. Herein
an n-gram model is trained by alarm training sequences and then
used for dynamically predicting the probability of specified critical
alarm given previous alarms in a sequence.

We define the state spaceΣ to be all alarm types in the alarm system.
It can be denoted asΣ={alarm1, alarm2,…, alarmK}, where alarmK is an
alarm type, such as x1.HI in Table 1. An alarm sequence is defined as
follows:

wT
1 ¼ w1w2:::wi:::wT ; i ¼ 1;2; :::; T

wherewi is an alarm, namelywi ∈Σ, and imeans thatwi is the ith occur-
rence in the alarm sequence.

For ann-grammodel, the parameters to be estimated are conditional
probabilities p(wi |wi−n+1

i−1 ). Since the number of alarm types is K and
the order of model is n, the n-gram model has O(Kn) parameters.
Given the alarm training data, which are a set of alarm sequences, the
parameters can be estimated using the method of maximum likelihood
estimation (MLE) as follows,

pMLE wijwi−1
i−nþ1

� �
¼ p wi

i−nþ1

� �

p wi−1
i−nþ1

� �≈
c wi

i−nþ1

� �

c wi−1
i−nþ1

� � ð1Þ

where p(wi−n+1
i ) is the joint probability of the alarm sequence,

wi−n+1
i =wi−n+1wi−n+2 . . .wi, and c(wi−n+1

i ) is the number of
times that the sequence is seen in the alarm training data.

The problem of data sparseness will exist in MLE. MLE assigns a
probability of zero to unseen alarm sequences and the probability
of an n-gram involving unseen alarms will be zero. It is very unlikely
that we will see all of alarm sequences in the training data. However,
it would be a severe form of overfitting if we predict that a particular
alarm sequence is totally impossible just because we happen not to
see it in the alarm training data. Thus MLE alone is not a sufficiently
good estimator and smoothing technique, which decreases the prob-
ability of seen alarm sequences and leave a little bit of probability for
unseen alarm sequences.

Some smoothing techniques [20], such as good-turing smoothing,
deleted interpolation, back-off, and Kneser–Ney smoothing, have
been proposed to assign proper probabilities to alarm sequences
not seen in the alarm training data. In this paper, the method of
Kneser–Ney smoothing is applied. The Kneser–Ney n-gram model
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is defined to be recursively back-off to the Kneser–Ney (n− 1)-gram
model and is estimated as

pKN wijwi−1
i−nþ1

� �
¼ max c wi

i−nþ1

� �
−δ;0

� �
X

wi
c wi

i−nþ1

� �

þ λwi−1
i−nþ1

pKN wijwi−1
i−nþ2

� � ð2Þ

λwi−1
i−nþ1

¼ δX
wi
c wi

i−nþ1

� �N1þ wi−1
i−nþ1•

� �
ð3Þ

N1þ wi−1
i−nþ1•

� �
¼ wi : c wi−1

i−nþ1wi

� �
N0

n o���
��� ð4Þ

pKN wið Þ ¼ N1þ •wið Þ
N1þ ••ð Þ ð5Þ

N1þ •wið Þ ¼ wi−1 : c wi−1wið ÞN0f gj j ð6Þ

N1þ ••ð Þ ¼
X
wi

N1þ •wið Þ ð7Þ

where δ is a fixed discount parameter, δ∈ [0,1], N1+(wi−n+1
i−1 •) is the

number of unique alarms that follow the historywi−n+1
i−1 in the train-

ing data, pKN(wi) is the unigram model, and N1+(•wi) is the number
of unique alarms that are followed by wi.

After the estimation of n-grammodel, dynamic alarm prediction for
specified critical alarm can be implemented.

3. A Probabilistic Model for Alarm Prediction

The probabilistic model to predict the alarm occurrence dynamically
is described as follows.
(1) Preprocess alarm sequences stored in the alarm training logs.
Typically, the alarm training logs are large enough and usually
contain alarm records in the period of previous half a year. First,
transform raw alarm data into corresponding alarm sequences
with proper formatmentioned in this paper. Then, eliminate nui-
sance alarms, such as chattering alarms discussed above.

(2) Train an n-gram model for the training alarm sequences. Maxi-
mum likelihood estimation combined with the Kneser–Ney
smoothing technique is used.

(3) Predict the probability of the monitored alarm occurrence in
the next interval dynamically, given the previous alarms
based on the n-gram model. In general, the monitored
alarm is safety related, that is, with critical priority level. If
the prediction probability is so high that it exceeds the
predefined threshold, an early warning signal will notify
the operator and proper actions should be taken to prevent
this alarm from occurring.

A simple example is introduced to illustrate the proposed model.
The alarm sequence in Table 1 is used as the training data. We assume
that alarm x4.HI is set at critical priority level, that is, once alarm x4.HI
occurs, some abnormal situation will happen. Therefore, predicting
the occurrence probability of alarm x4.HI is critical for safe operation
of plant.

First, preprocess the alarm sequence. Alarm x5.LL is a chattering
alarm, which arises and clears again and again in a short time interval.
The technique of signal line annunciation is used to eliminate chattering
alarms.

Second, ann-grammodel is trained.Herein,we define that n=3, i.e.,
the trigram model, and the fixed discount parameter δ is 0.1. Now
parameter pKN(x4 .HI|x2 .LO,x3 .HH) is estimated as an example, which
is calculated as follows:

pKN x4:HIjx2:LO; x3:HHð Þ ¼ max c x2:LO; x3:HH; x4:HIð Þ−δ;0f g
c x2:LO; x3:HHð Þ

þ δ
N1þ x2:LO; x3:HH; •ð Þ

c x2:LO; x3:HHð Þ pKN x4:HIjx3:HHð Þ

Likewise we obtain

pKN x4:HIjx3:HHð Þ ¼ max c x3:HH; x4:HIð Þ−δ;0f g
c x3:HHð Þ

þ δ
N1þ x3:HH; •ð Þ

c x3:HHð Þ pKN x4:HIð Þ ¼ max 1−0:1;0f g
4

þ 0:1� 3
4
� 2
11

¼ 0:2386

Then we obtain the parameter

pKN x4:HIjx2:LO; x3:HHð Þ ¼ max 1−0:1;0f g
2

þ 0:1� 2
2
� 0:2386 ¼ 0:4739

Other parameters can be estimated with similar steps. After the
trigram model is estimated, dynamic alarm prediction for alarm
x4.HI can be implemented given real-time alarms. If the alarm se-
quence [x2.LO, x3.HH] occurs, according to the trigram model, the
probability is 47.39% for alarm x4.HI to occur next. With more
alarms entering, the occurrence probability of x4.HI will be
updated dynamically.

4. An Industrial Case Study

The proposed method is applied to a cracking furnace unit in an
ethylene plant. The raw alarm data were gathered from the alarm
system of DCS through OPC Alarm&Event Server and stored in
alarm logs. In the alarm data over a period of 6 months, there are to-
tally 150 alarm tags and 5 different alarm identifiers, that is, “HI”,
“LO”, “HH”, “LL” and “IOP”. Among more than 500 types of alarms,
the coil-out temperature (COT) LL alarm, i.e., COT.LL, is one of ex-
tremely significant alarms for process safety and quality control.
Therefore, predicting the occurrence probability of COT.LL is helpful
for the operator. Once the probability becomes high, the operator
can take proper actions in advance to prevent an abnormal situation
from happening. Dynamic alarm prediction for COT.LL using the n-
gram model is as follows.

The first step is to preprocess the raw alarm data. First, transform
raw alarm data to corresponding alarm sequences with proper format.
Then deal with nuisance alarms. The top 10 most frequent alarms,
which contribute consistently with no real meaning, are calculated. If
the alarm system is overloaded by a fewbad alarms, they should be sup-
pressed. In this case, the top 10 load percentage, i.e., the total number of
occurrences of the top 10 alarms as a percentage of the total number of
alarm occurrences, is over 60%. After the rationalization of the alarm
management team, the top 10 alarms are suppressed. In this paper,
chattering alarms are identified and eliminated using the techniques
discussed in Section 2.

Second, the proposed probabilitymodel is trainedwith preprocessed
alarm sequences. In this case, the 5-gmodel is trained. Since Kneser-Ney
smoothing technique is used, which uses lower-order probability to ap-
proximate higher-order one, the lower-order models are also obtained.
Now an example of bigram is illustrated. Fig. 2 shows a Hinton diagram
of the joint distribution for alarms {001.LL, 002.HI, 003.LL, 004.HH,
005.LL, 006.LL, 007.LL, 008.LO, 009.LL. 010.LL}. The numbers from
“001” to “010” represent variables of pressure, temperature and feed
flow in the cracking furnace unit. The Hinton diagram is a way of visual-
izing numerical values in a vector/matrix, popular in the neural net-
works and machine learning literature. The size of black squares is



Fig. 2. A Hinton diagram of the joint distribution for alarms in case study.
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proportional to the value of the entry in the corresponding vector/
matrix, i.e., the joint probability of two alarms. For instance, the big-
gest square is the joint distribution of 005.LL and 006.LL, which
means that if alarm 005.LL occurs, the next most possible occurring
alarm is 006.LL.

Finally,with real-time alarmdata entering,we can predict the occur-
rence probability of alarm COT.LL, given the previous 5 alarms. In this
case, the alarm test data of one week period are considered. The alarms
are preprocessed by step one. Nuisance alarms are eliminated and 1500
counts of alarms remain. In the alarm test data, there are totally 24
counts for the occurrence of alarmCOT.LL. Fig. 3 shows the predicted oc-
currence probability of alarm COT.LL with red dots. With the threshold
of 0.55, all COT.LL alarms can be predicted accurately, i.e., the missed
prediction rate is 0%. However, there are 4 counts of false prediction,
i.e., the false prediction rate is 14.3%, which could be handled with
more alarm training data. From time difference statistics of two consec-
utive alarms in the alarm test data, the average prediction time for the
occurrence of alarm COT.LL is about 3 min, i.e., the operator will have
about 3 min in advance to prevent alarm COT.LL from occurring.
Table 2 shows the dynamic alarm prediction for COT.LL. Therefore, the
Fig. 3. The probability of alarm COT.LL predi
probabilistic model is effective for predicting the next alarm occurring
dynamically, especially critical alarms.

The dynamic prediction algorithmbased on the n-grammodel is good
in the sense that it is easy to implement, computationally efficient to use,
and accuratemuchof the time. However, it cannot take into account long-
distance correlations betweenalarms, sincen is typically small. This draw-
backmay lead to inaccurate predictionswhen the actual prediction infor-
mation is beyond the local range. In the future, we will study how to
compensate for this drawback by using long-distance dependence.
5. Concluding Remarks

In this paper, a probabilistic model based on the n-gram model is
proposed to predict the alarm occurrence dynamically, especially for
critical alarms. The proposed model utilizes alarm data stored in the
DCS to predict the probability of specified alarm. Once the probability
is high, an early warningwill announce to the operator and some action
can be taken to prevent the alarm from occurring. Alarm data from an
actual chemical process is used for validation.
ction based on the probabilistic model.



Table 2
Results of dynamic alarm prediction for COT.LL

Missed prediction rate False prediction rate Average prediction time

0% 14.3% 3 min
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